Sample Request for Letter of Exchange

(Please prepare this on your agency’s letterhead.)

[Date]

Larry Castelli

Chief, Privacy Act Policy & Procedures Branch

Office of International Trade - Regulations & Rulings

U.S. Customs and Border Protection

1300 Pennsylvania Ave., NW (Mint Annex)

Washington, D.C. 20229

Dear Mr. Castelli:

This letter is a request for U.S. Customs and Border Protection (CBP) to authorize [Agency] access to view [entry, entry summary, manifest] data on the Automated Commercial Environment (ACE) Portal by providing a Letter of Exchange for one year or until the execution of a Memorandum of Understanding between CBP and [Agency].  [Agency] is currently participating in the International Trade Data System (ITDS) Program.

[Agency] possesses the legal authority to access and use [entry, entry summary, manifest] data to further our [enforcement/statistical] mission as found in [US Code, Title xx, Chapter xx] or [Public Law xxx-xx, “title of the law”] [include the appropriate text from the citation].

[Agency] understands that those members of our agency who will have access to the ACE Portal for this interim process must have a favorably adjudicated Background Investigation which meets the standards and criteria set forth in the 5 CFR, Chapter 736-13.  [Agency] is fully aware that access to view ACE data will be provided solely for the purposes set forth by the statutory laws under which [Agency] functions and that the data should not be employed for any use that is inconsistent with the statutory mandate of [Agency].   [Agency] understands that the information and access to ACE may not be released or extended to any third party without the express, written consent of CBP.  [Agency] is aware that by accepting the authorization to view ACE data, [Agency] agrees that in the event of any unauthorized release of this data, [Agency] will intercede on CBP’s behalf and assume responsibility for any and all expenses, costs, and liabilities arising from such disclosure.
If you have any questions concerning this request, please contact me at [phone

number].

Sincerely,

[Agency’s ITDS Senior Executive]
